FISMA defines three
security objectives for
information and information
systems:

v Confidentiality

v Integrity

v Availability
(44 U'S., Sec. 3542)
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The FISMA Cycle

The Planet Difference

Planet understands the driving
issues and concerns that agencies
face today. To each engagement
we bring a proven track record with
civilian and defense agencies,
extensive planning and
implementation experience, and
the passion to help your agency
succeed. Our combination of
state-of-the-art methodologies,
flexible solutions, and expertise in
Microsoft best practices enables
our professionals to help your
agency meet your critical
challenges rapidly, keep you in the
forefront of technology, and
maintain the operational
excellence that is the hallmark of
top performing organizations.

Contact Us
Planet Technologies
8605 Grovemont Circle

Gaithersburg, MD 20877
(301) 721-0100

www.go-planet.com

FISMA Quick Start Assessment

DESIGNED & DEPLOYED BY PLANET TECHNOLOGIES

Prepare for the Inspector General with a FISMA Assessment

The implementation of the Federal Information Security Management Act (FISMA), as defined
in NIST publication 800-53, requires federal agencies to define security policies and
procedures, software and hardware configurations, and establish a monitoring and reporting
system to demonstrate compliance.

Deriving the methodology for an agency to achieve compliance can be a labor intensive and
time-consuming task for agencies’ IT staffs.

Planet Technologies’ FISMA Quick Start Assessment

Planet Technologies has developed a three-week, fixed cost FISMA Assessment that fulfills
the requirement within FISMA for independent annual testing of a representative sample of
systems and simultaneously provides task driven weakness mitigation planning that
demonstrates a proactive, planned approach to the Inspector General.

The Benefits

« Pilots and assists in the deployment of procedures, software and hardware solutions
to mitigate identified material weaknesses

«  Produces a task-driven project plan to mitigate security issues still outstanding for
delivery to Inspector General during next review period

»  Guides policy makers in defining or honing Cyber Security policy

»  Accelerates transition from policy into actionable, best practice, task driven and
documented procedure

»  Transfers knowledge to your staff and provides a methodology they can repeat

«  Fixed-price, fixed scope activity targeting a flexible representative sample of your
systems

«  Short engagement model, three-weeks to completion

Planet Technologies’ FISMA Assessment

Review Agency Physical Technical Profile

b Identify Target “Representative Systems”
Review In-Scope Systems for FISMA Compliance
.,- Plan Mitigation of Non-Compliance for In-Scope Systems

-‘.. Report on Systems Status Qut-of-Scope

Mitigation Plan for Out-of-Scope Systems
At the conclusion of Planet’s FISMA Assessment, your agency will have a clear understanding
of the legislation within FISMA, how it applies to the systems within scope and how the
methodology can be applied across the agency. In addition, those activities that require
immediate action are made clear and assistance can be rendered in drafting or modifying

security policy documentation.

Kick start the translation of your requirements and legislative imperatives into a solid, task
driven and manageable security plan with the Planet Technologies FISMA Assessment.
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